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1. Alabama 12. New York
2021 States 2. Arizona 13. North Dakota (dead)
(sofar...) .
3. Connecticut 14. Oklahoma (passed House)
4. Florida 15. Rhode Island
5. lllinois _
16. South Carolina
6. Kentucky
17. Texas
7. Maryland
8. Massachusetts 18. Utah (dead)
9. Minnesota 19. Vermont
10. Mississippi 20. Virginia (enacted)
11. New Jersey 21. Washington (passed Senate)
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Five Takeaways

1. No consistent approach

= CPRA generally not being used as model (but some concepts
incorporated into Washington Privacy Act)

2. Different definitions of covered entities
3. Different definitions of relevant terms
= “Sale”
4. Different exemptions
5. Common focus on right to opt out of sales
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Virginia




Scope

Persons that conduct
business in Virginia or
produce products or
services that are targeted
to residents of Virginia

100,000

“during a calendar year, control or
process personal data of at least
100,000 consumers or”

OR

Data Broker
“control or process personal data of at
least 25,000 consumers and derive over
50 percent of gross revenue from the
sale of personal data”
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$59.1-572B

Exemptions

[ ]
GLBA financial HIPAA covered entities, Nonprofits Higher education
institutions and data business associates, and institutions and FERPA-

health data regulated data
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Certain FCRA data Employee
o p ‘I': / . Data subject to Farm Da‘ta suhie:tt to Controllers /
independen Credit Act Driver’s Privacy processors that comply
contractor/ job Protection Act with COPPA parental
applicant data consent requirements
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Definition
Personal = “Any information that is linked or reasonably linkable
Data to an identified or identifiable natural person”

Publicly Available Information Excluded

= |nformation that is lawfully made available through
federal, state, or local government records, or

1 * Information that a business has a reasonable basis to
MHM believe is lawfully made available to the general
Neb bbbl public through widely distributed media, by the
il consumer, or by a person to whom the consumer has
disclosed the information, unless the consumer has
restricted the information to a specific audience
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* Sensitive Data
= Consent required to process sensitive data

= Racial or ethnic origin, religious beliefs, mental or
physical health diagnosis, sexual orientation, citizenship
or immigration status, genetic or biometric data for the
purpose of uniquely identifying a natural person,
personal data of known child, precise geolocation

* Incompatible/Unnecessary Purposes
= Consent required for processing “personal data for
purposes that are neither reasonably necessary to nor
compatible with the disclosed purposes for which such
personal data is processed, as disclosed to the

consumer”
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\/ Confirm controller is processing consumer’s personal data
Access personal data
L ]
"I‘ Correct inaccuracies
=D .
1 Deletion

72>  Obtain copy of data in portable format (data portability)

@ Opt out of (1) targeted advertising, (2) sale of personal data, (3)
certain types of profiling
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Other Privacy Policy

Provisions = Will need to describe collection, processing,
rights, etc.

Data Processing Agreements

= Similar, but not identical, to GDPR Article 28
requirements

Data Protection Assessments

" Required for certain processing activities such
as sale of data, targeted advertising, sensitive
data and profiling

HUSCHBLACKWELL


































