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Monday, Dec. 9, 2019

8-8:45 a.m. Breakfast and Registration
Pinnacle Peak 1
8:45-9 a.m. Welcome, Introductions and Opening Remarks
Pinnacle Peak 1 e Senator Thomas C. Alexander, South Carolina
e Assemblymember Jacqui Irwin, California
9-11 a.m. Ransomware and Other Emerging Threats
Pinnacle Peak 1 Briefings about cyberthreats can sometimes be consumed by explanations about the

“how” of an attack rather than finding solutions. This session will discuss recent and
prevalent threats like ransomware and will demonstrate, through an interactive tabletop
exercise, how to respond to a simulated cyber emergency.
Speakers
e Michael Greenberger, Founder and Director, University of Maryland Center for
Health and Homeland Security and Law School Professor, University of Maryland
Carey School of Law
e Markus Rauschecker, Cybersecurity Program Manager, University of Maryland
Center for Health and Homeland Security, Adjunct Professor, University of
Maryland Carey School of Law

11-11:15 a.m. Break
11:15-12:00 p.m. Homeland Security Update
Pinnacle Peak 1 Matthew Travis, Deputy Director, Cybersecurity and Infrastructure Security Agency

(CISA), Department of Homeland Security (DHS), will brief the task force on a new DHS
Cyber Essentials document geared toward small businesses and state and local

governments.
Noon-1:15 p.m. Working Lunch and Task Force Business Meeting
Pinnacle Peak 1 Discuss and help plan future task force sessions, projects and activities.
1:15-1:30 p.m. State/Federal Update
Pinnacle Peak 1 NCSL Staff will brief the Task Force on recent federal and state activity on cybersecurity

and privacy issues.




1:30-2:30 p.m.
Pinnacle Peak 1

Cyber Emergency Declarations
Numerous state and local governments have been hit by ransomware and other
cyberattacks, creating emergencies for agencies and citizens. Several states are
responding to those attacks by activating disaster response plans. Hear from states that
have responded to such attacks with disaster declarations and plans.
Speakers
e Todd Kimbriel, State Chief Information Officer and Deputy Executive Director of
the Texas Department of Information Resources, Texas
e Michael Willis, Director, Colorado Office of Emergency Management, Division of
Homeland Security and Emergency Management, Colorado

2:30-2:45 p.m.

Break

2:45-4:15 p.m.
Pinnacle Peak 1

Election Security: How Information (and Misinformation) Play a Role
(Co-sponsored by the Elections & Redistricting Committee)
Cyber threats now include misinformation operations that can affect governments and
interfere in elections and campaigns. Learn about this threat to the U.S. and democracies
everywhere, and learn how states can address them.
Speakers
e David Salvo, Deputy Director, Alliance for Securing Democracy and Senior Fellow,
German Marshall Fund of the United States
e Matthew Travis, Deputy Director, Cybersecurity and Infrastructure Security
Agency (CISA), Department of Homeland Security
e Maurice Turner, Deputy Director, Internet Architecture Project, Center for
Democracy & Technology

4:15-5:30 p.m.
Meritage Tavern Terrace

Task Force Reception (with Elections & Redistricting Committee)




