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Did You Know?

Private Use of Mobile Tracking Devices
By Pam Greenberg 
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•	 Mobile tracking devices 
use GPS satellites to track 
and record the location of 
the devices. They vary in 
size, with some designed 
as a small pendant or 
a wristband, and can 
be battery operated or 
plugged into a car battery. 

•	 GPS is a constellation of 
about 24 satellites flying 
20,350 km above the 
Earth. Each one circles the 
planet twice a day in one 
of six orbits to provide 
continuous, worldwide 
coverage.

•	 The market for personal 
GPS tracking devices 
is expected to grow at 
least 40 percent per year, 
according to ABI Research, 
reaching over $1 billion 
in 2017.

Mobile tracking devices used to be the bailiwick of  private investigators, spies and law enforce-
ment. Today, anyone can easily purchase them online and in stores. The devices can be worn 
or attached to a car or other object, and the location information they collect can be monitored 
from afar on a purchaser’s computer.

The market for personal mobile tracking devices is growing. Parents use them to keep tabs on 
teenagers, caregivers can feel more confident when watching over family members or nursing 
home residents with dementia, and employers can manage their workforce more efficiently and 
effectively. 

However, mobile tracking devices also are being used in surreptitious ways that could be con-
sidered an invasion of  privacy, and criminals find that they can make it much easier to commit 
crimes against persons or property. 

Tracking devices also have made it easier for law enforcement to investigate and prevent crimes, 
even in light of  a 2012 U.S. Supreme Court case, United States v. Jones, which ruled that law en-
forcement agencies must have a warrant before using a GPS device to track a vehicle. Neither 
the Supreme Court nor Congress, however, have addressed whether a warrant is required for law 
enforcement to access location information, nor have they addressed the issue of  businesses or 
individuals tracking another person’s movements.  

State legislatures, however, are addressing these questions—including by enacting laws that re-
quire consent to track a person’s geographic location.

State Action
Private Citizens

At least 18 state legislatures have addressed privacy concerns raised when individuals track the 
movements of  others without their knowledge. For example, Delaware, Illinois, Michigan, 
Rhode Island, Tennessee, Texas and Wisconsin prohibit installing a location tracking device on a 
motor vehicle without the consent of  the vehicle owner. 

Seven other states—California, Hawaii, Louisiana, Minnesota, New Hampshire, North Carolina 
and Virginia—more broadly prohibit the use of  electronic tracking devices, not just on vehicles, 
but when they are used to determine the location or movement of  a person without consent. 

Most of  these laws include various exceptions, such as those allowing for:

•	 lawful use by law enforcement (all states)

https://www.abiresearch.com/press/personal-tracking-to-be-the-next-billion-dollar-gp/
https://www.supremecourt.gov/opinions/11pdf/10-1259.pdf
http://delcode.delaware.gov/title11/c005/sc07/index.shtml
http://ilga.gov/legislation/ilcs/documents/072000050K21-2.5.htm
http://www.legislature.mi.gov/%28S%281jecuvzrqubyspafrwjini45%29%29/mileg.aspx?page=getobject&objectname=mcl-750-539l&query=on&highlight=Tracking%20AND%20device%20AND%20placement%20OR%20installment
http://webserver.rilin.state.ri.us/BillText16/SenateText16/S2596.htm
http://michie.lexisnexis.com/tennessee/lpext.dll/tncode/1191e/11c3e/11e04/11e25?
http://www.statutes.legis.state.tx.us/Docs/PE/htm/PE.16.htm
https://docs.legis.wisconsin.gov/statutes/statutes/940/II/315
http://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=PEN&sectionNum=637.7.
http://www.capitol.hawaii.gov/hrscurrent/Vol14_Ch0701-0853/HRS0803/HRS_0803-0041.htm
http://www.legis.state.la.us/lss/lss.asp?doc=78422
https://www.revisor.leg.state.mn.us/statutes/?id=626A.35
https://www.gencourt.state.nh.us/rsa/html/lxii/644-a/644-a-mrg.htm
http://www.ncga.state.nc.us/EnactedLegislation/Statutes/HTML/BySection/Chapter_14/GS_14-196.3.html
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+18.2-60.5
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•	 use by employers in connection with an employee’s work (Illinois, Rhode Island, Virginia)

•	 use by a parent or guardian on a minor child’s vehicle (Delaware, Michigan, New Hampshire, North 
Carolina, Tennessee)

•	 use by private investigators (Texas, Virginia)

•	 use by a legally authorized representative of  an incapacitated adult (Virginia)

•	 use by commercial motor carriers, car manufacturers, fleet vehicle own-
ers or telematics services (Illinois, Louisiana, North Carolina, Rhode 
Island, Tennessee, Wisconsin)

Penalties for violation of  these laws range from civil remedies and fines to 
misdemeanor punishments or fines. 

Employers

Although most states have not directly addressed in statute the issue of  
employer use of  electronic tracking devices, several court decisions have 
found monitoring by employers in the context of  the employee-employer 
relationship to be legal, within limits. Connecticut, however, requires 
employers to provide prior notice of  electronic monitoring to employees. 
The Connecticut law does not mention GPS devices specifically, but de-
fines “electronic monitoring” by employers as the collection of  employee 
activities or communications “by any means other than direct observation, 
including the use of  a computer, telephone, wire, radio, camera, electro-
magnetic, photoelectronic or photo-optical systems.”

Stalking

At least five states, including Arizona, Connecticut, Illinois, New York and 
North Dakota, have expanded stalking statutes specifically to prohibit the use of  a 
GPS or other location monitoring device when used to stalk or harm a person. 

Other Types of Laws

In states without specific laws related to mobile tracking devices, other general stalking, harassment or 
invasion of  privacy laws could potentially apply, depending on how the devices are used or subject to court 
interpretations. For example, in a Colorado case, a husband who was under a restraining order secretly 
installed an electronic surveillance device on his estranged wife’s car. The court determined that his actions 
fell under the state’s definition of  criminal stalking. In a New Jersey case, a wife who secretly placed a GPS 
device in the glove box of  her husband’s car was found not guilty of  invasion of  privacy, since her hus-
band traveled on public roads where he could be seen or tracked by anyone. 

The use of  GPS and electronic tracking technologies raises many privacy, ethical and legal questions. State 
lawmakers will likely continue to be first in addressing these issues as wearable technologies and connected 
devices proliferate.
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Vehicle Technologies
Several states exempt vehicle manufacturers 
and telematics services from mobile device 
tracking laws. New technologies and services 
are now available in vehicles that can enhance 
safety, call for emergency assistance, detect and 
prevent vehicle theft, and deliver navigation 
and other information services. The Alliance of 
Automobile Manufacturers, the Association of 
Global Automakers and their members have 
issued privacy principles. These principles offer 
guidelines for collecting, using and sharing 
information obtained from vehicle technologies 
and services on cars and light trucks sold or 
leased to individual consumers in the U.S.

https://www.cga.ct.gov/current/pub/chap_557.htm
http://www.azleg.gov/viewdocument/?docName=http://www.azleg.gov/ars/13/02923.htm
http://search.cga.state.ct.us/r/statute/dtsearch.asp?cmd=getdoc&DocId=30808&Index=I%3a%5czindex%5csurs&HitCount=3&hits=da+db+dc+&hc=9&req=electronic+monitoring+system&Item=1
http://www.ilga.gov/legislation/ilcs/fulltext.asp?DocName=072000050K12-7.3
http://public.leginfo.state.ny.us/lawssrch.cgi?NVLWO:
http://www.legis.nd.gov/cencode/t12-1c17.pdf
mailto:pam.greenberg@ncsl.org
http://www.autoalliance.org/auto-issues/automotive-privacy/principles

