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What is Energy Assurance?

+

All Hazards Approach

m Sabotage/Terrorism

m Civil Disturbance

s Flooding

m Natural Disasters

m Infrastructure Failures

s Public Health Emergencies




Emergency Preparedness and Response

Planning

Training/Exercises
Coordination

Assessment
Scope and Duration

Reliability Mitigation Security
* Redundancy Risk & Vulnerability » Physical
* No choke points Assessment * Insider
* Diversity » Cyber

Protecting Critical Infrastructure
and Enhancing Resiliency



Prevention and Response

l. Energy Emergency Preparedness

m Because you can't protect everything, being ready to
rapidly respond can minimize the consequences

Il. Critical Infrastructure Protection
m Reducing Risk and Vulnerabillities




Ten State Actions to Assure Energy
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Emergency Preparedness

T

Make sure you and your staff are prepared and trained to
meet the needs of policy makers.

Know your state’s energy profile and Interdependencies.

Know the geography and demography of your energy
infrastructure.

Know your key government and industry contacts.

Maintain a good working relationship with the private and
public sector contacts.

Be prepared to work with the media.
Know the legal authorities which support your response.

Understand how you can effectively respond (increasing
supply, reducing demand and other actions).

Maintain an alternative budget for emergencies.

0. Keep your energy assurance plan up to date.



Energy Assurance Guidelines

Provide states with tools for reviewing
how their jurisdictions respond to energy MASH] e
disruptions and how to improve energy
emergency plans.

The Guidelines are a compilation of

information from many state energy and State Energy
. Assurance Guidelines

emergency officials who have

experienced and responded to energy

emergencies.

Find the Guidelines online at:
http://www.naseo.org/EnergyAssuranceGuidelines/

Version 3 now under development 6



How Does a State Proceed from Asking
_i_Questions to Providing Answers?

m [he Guidelines:
— Discuss major planning issues
— Suggest Crisis Management Strategies
— Help Identify Levels of Shortage
— Encourage Pre-Crisis Preparation

— Emphasize Data Collection, Analysis
and Consequence Assessment

— Identify Possible Response Actions



A U.S. DEPARTM

Office of Electricity Delivery and Energy Reliability

— Lead Department for energy emergency response
ESF-12

— Principal Coordinator for State and DHS on energy
Issues

— Coordinates with Industry, NARUC, NASEO, NCSL,
NGA, PTI

s Functions
— Energy emergencies support & management duties
— Encourages partnerships
— Works with states directly
— Assesses critical assets
— Provides technical expertise
— Provides leadership for policy and analysis



Energy Emergency Assurance
+Coordinators (3:{9

Points of contact for States, DOE and industry in event of
and energy emergency.

m Provide assessment, notification, news and updates on
actions taken.

m Primary and secondary contact for each sector (petroleum,
electricity, natural gas) from each state

m Midwest and Western EEAC Regional Calls
m Website:




LS. DEPARTMENT OF ENERGY - OFFICE OF ELECTRICITY DELIV

/) ISERNET
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Home

EEAC (States)

The EEAC system is a restricked-access
communications network: for key State-
level personnel to exchange information
and coordinate with each other and the
Department of Energy during energy
emergencies. EEAC members have
access to the following communications
tools to facilitate information exchange
and coordination related to energy
emergency Issues:

EEAC Member List

The Member List page allows EEAC
users to filter the EEAC database and
create customized lists of EEAC
members. For example, by using the
filters on the Member List page, a user
can easily generate a list of all EEAC
members in Florida, Georgia, and South
Carolina. The user can then send an
email to these EEAC members or pull up
their contact information. Click here to
use the Member List.

Welcome to the Energy Emergency
Azzurance Coordinators (EEAC)
System Web Site!

Sponsored by the National
Association of State Energy Officials
(NASEQ) and the National
Association of Regulatory Utility
Commissioners (MARUC] in
partnership with the Office of
Electricity Delivery and Energy
Restaration / Infrastructure
Security and Energy Reliability
Division of the U.5. Department of
Energy.

For urgent issues related to an
energy emergency contact the DOE
Emergency Operations Center at
(202) 586-8100.




State Energy Emergency Organizations
‘
Executive Office Attorney State
Staff General Legislature

Other Depart. & |
Agencies

= |
Public Utility State Energy Emergency
Commission Office Management

Federal Other State
Government Governments

Note: See NARUC-NASEO Paper 11
On State Organizational Issues



The Four Phases of an Energy Emergency

4~,

Phase 2
Assess and Take
Action

Phase 1
Monitor and Alert

Phase 3
Actions and
feedback

12



Recommended Actions -- Voluntary

- Attention to rumors, reports, national and regional
events

Monitor, alert, coordinate
Issue public advisories as needed

Seek input from stakeholders regarding potential
mandatory actions

Give special attention to supporting private sector
recovery efforts

Coordinate with advisory committees, other
stakeholders

Conduct risk analysis, notify Governor of impending
energy emergency




Recommended Actions - Mandatory

« Recommend mandatory actions

- State of Disaster
Responsibility usually falls to state &
local emergency management agency (EMA),
sometimes PUC

* Declaration of Energy Emergency
- SEO and/or PUC should coordinate with
- State EMA and federal agencies as appropriate:
- DOE, FEMA, DOT
- (e.g., pipelines and driver hour waivers)




Local, State & Federal Plans need to
be Integrated and Coordinated

‘ m National Response Framework (NRF)

— Emergency Support Function (ESF) 12 Energy
— Critical Infrastructure and Key Resources Support
Annex

m National Incident Management System (NIMS)

m National Infrastructure Protection Plan
— Energy Sector Specific Plan
— Transportation Sector Specific Plan for Pipelines

m Continuity of Operation Plans (COOP) State
and Local Governments

Federal Government COOP, COG, plans shall be integrated with the emergency plans and
capabilities of State, local, territorial, and tribal governments, and private sector owners and
operators of critical infrastructure, to promote interoperability and to prevent redundancies

and conflicting lines of authority. Homeland Security Presidential Directive/HSPD-20



Overarching National Strategies

‘ = National Response Framework (NRF)

— http://www.fema.qov/emergency/nrf/
= National Incident Management System (NIMS)

— http://www.fema.gov/emergency/nims/

= National Infrastructure Protection Plan (NIPP)

— http://www.dhs.qov/nipp

NATIONAL INCIDENT
MANAGEMENT SYSTEM

March 1, 2004

& ey

National Response National Infrastructure
Framework Protection Plan

2006

January 2008

Eﬂlﬁgﬂd @Homdmd 16



Planning for Interdependencies
in Response & Protection

‘ m Examine in-state industry

interdependencies.

T T

iﬁ:h i '-‘,.'_' g - .i!:l
interdependencies. ¥

m Focus on regional
interdependencies.

m Coordinated Planning

m Round out with national
connections.

m Energy is comprised of systems
and a systems perspective is
needed.

17



Guidelines Appendices

0 Aﬁpendix A - NASEO'’s Quick Guidelines: Ten Things You
Should Know

m Appendix B - Additional Information Pertaining to Federal
Agencies

m Appendix C — Federal Energy Emergency Actions
m Appendix D — Monitoring Fuel Supplies

m Appendix E — Essential Pre-Crisis and Background Information
for State Energy Emergency Responders

m Appendix F — Petroleum Fuel Set-Aside

18



How do you build resiliency into emergency
_|_preparedness, planning, & response?

= How would you define resiliency in the
context of energy emergency response
actions?

m What are the types of emergency
response actions that can be taken to
improve resiliency in the context of
planning?

m Can the speed and effectiveness of the
response reduce consequences?

19



Part Il. Protecting Critical Energy
Infrastructure and Enhancing Long-
Term Resiliency

m Defining critical energy infrastructure and Key Assets

m Assessing risk, vulnerabilities, criticality and the
nature of the threat

m |dentifying Protective Measures

m Developing investments that build resiliency
— Diversification of energy sources
— Build redundant systems to enhance reliability
— Increased efficiency
— Development of Smart or Intelligent Power Grid

m Protection of sensitive information

m Build partnerships Public/Private Sectors, Federal,
state, local and tribal governments.

20



HSPD-7 Designated Sectors & Agencies

‘ Agriculture, Food | USDA |
| Public Health, Healthcare, Food | HHS |
| Drinking Water, Water Treatment | EPA
| Defense IndustrialBase | DoD |
|  Energy | DOE |
| National Monuments & Icons | DOI
| TransportationSystems | DHS
| Information Technology | DHS |

Telecommunications | DHS |
|  Chemical | DHS
| EmergencyServices | DHS |
| Postaland Shipping | DHS |
— Manufacturing (New) | _DHS _

Commercial Facilities | DHS |
Government Facilities | DHS |
|  Dams | DHS |

Sector-Specific
Agencies (SSAs)

Commercial Nuclear Reactors, -m

DHS is responsible for coordinating the overall national effort to 21
enhance protection of CI/KR across Sectors



Protecting Critical Infrastructure
NIPP Base Plan June 2006

== - Incorporates extensive State, local, and
private sector input

| — Expands risk management framework:
: m Risk framework is based on threat,
vulnerability, and consequences

m Focuses on assets, systems,
networks, and functions

— Strengthens information sharing and
protection to include the “information
sharing life-cycle”

- Forms the State and Local Homeland
Security Coordinating Council

— Establishes a “steady-state” of security
across critical infrastructure/key
resource (CI/KR) sectors 22

www.dhs.gov/nipp




Risk Assessment

Risk is a function of
[Consequence x Threat x Vulnerability]

DETAILS OF JFK AIRPORT TERROR PLOT
CODE-NAMED THE CHICKEN Fum

By Homeland Security NTARC News

Buckeye Pipeline Company
12” Petroleum Product Pipeline
Use of the Petroleum
Infrastructure as a vehicle for an

attack. 23



Consequence

‘ Consequence analysis should address both direct and indirect
effects of a terrorist attack or natural disaster

Under the NIPP, DHS works with SSAs and other security partners
to examine the inherent characteristics of assets, systems, or
networks to identify “worst-case” consequences

Consequences that are considered for the national-level
comparative risk assessment can be divided into four main
categories, which include:

m Human Impact

m Economic Impact

m Impact on Public Confidence :
= Impact on Government Capability =% I




Threat Analysis Tools and Information

HITRAC
National Security Infrastructure

and Law Enforcement Operational and
Intelligence Expertise . Practical Expertise

Threat and Incident
|
{tim Vel

Threat is the likelihood that a
particular asset, system, or
network will suffer an attack or
an incident

— In the context of risk from
terrorist attack, the
estimate of threat is
based on the analysis of
the intent and the
capability of an adversary

— In the context of risk from
a natural disaster or
accident the likelihood is
based on the probability

of occurrence
25



Vulnerability

_|_

m Visible vs. not visible

m Widely know about vs. unknown

m Easy vs. difficult to protect perimeter

m Public vs. restricted access

m Security measures / standards adopted

m Inherent redundancy & resiliency

m Speed of response

m EXxploitable situations available to insiders
m Cyber security

26



The NIPP and Supporting Sector-Specific
Plans (SSPs) describe the processes to:

Set Security Goals

Identify Assets, Systems, Networks, and Functions
Assess Risk (Consequences, Vulnerabilities, and Threats
Prioritize

Implement Protective Programs

Measure Effectiveness

_‘_

AN NI NI N NN

ldentify Assets,
B\ Systems,
Networks, and
Functions

4 Set
) Security
Goals

= Implement -
Prioritize Protective
Programs

Measure
Effectivenass

Feedback
loop

. | "
: e . b=

Continuous improvement to enhance protection of CI/KR




Sector-Specific Plans (SSP)

m SSP detail the application of the
NIPP risk management
framework in each of the 17

CIl/KR sectors

Protection Plan

= = Sector-Specific Agencies
partner with their sector to
o develop the individual SSP

m SSP are annexes to the NIPP
Base Plan

] | = SSP complete and available on
‘ Sector-Specific HISN (1/2 FOUO)

Plans (17)

28



m Approved May 2007

m Collaborative effort
between the SCC and
GCC and DOE (Federal,

state, local government

"qu i
mﬁ’@f " ,'MP _‘ ' [
1= i '~

N BT | SO and energy sector
LEEA ﬁﬁﬁ pa rt_|C|pa nts)
. = Available on Homeland
c}lﬁnl;agY . Security Information
ey S Network (HSIN)

Mational Infrastructure Protection Plan

m For Official Use Only,

e Redacted Version
available at link below.
By AL e = 106 Pages

http://www.dhs.gov/xlibrary/assets/nipp-ssp-enerqy-redacted.pdf




_|_

Energy SSP -- Select Milestones

Now Underway

m Continue discussions with industry on approaches and

protocols for information and data collection during energy-
related emergencies.

Submit to DHS examples of risk/vulnerability assessment
methodologies currently being used in the Energy Sector.
Work with DHS to identify gaps and to improve approaches
to meet the NIPP Base Plan criteria.

Work to support private sector and state and local efforts to
refine their risk-based protective programs and activities.

Develop guidelines for energy emergency and security
planning for State and local governments.

Continue and expand upon previously held joint exercises
and training with energy security partners and other
interdependent sectors focused on potential natural and
terrorist events.

30



Examples of Federal Agencies &
_|_Private Sector Initiatives

The DOT's Pipeline & Hazardous Materials Safety
Administration adoption of Industry Standards and
self certification subject to audit

Buffer Zone Protection Plans

NRC’s enhanced Nuclear Power plant security
Coast Guard Post Security Initiative

NERC’s Mandatory Cyber Security Standards
APl Security Guidelines

Other Industry guidance

31



So can you protect everything from
everything?

You need good energy emergency preparedness to
rapidly respond to disruptions so as to minimize the
consequences and allow for a more rapid recovery.

By making investments now in planning, training
and exercises, and by making investment in
infrastructure, in the long term, the time to
recovery systems can be reduced.

32



How can Government and the Private Sector
work together to enhance the resiliency of
_|_the energy sector?

m There are a variety of mid- to long-term
opportunities to address resiliency, what
are they?

m Do actions to improve resiliency generally
have characteristics that require regional
or multi-state planning or actions?

m In the context of energy assurance
planning, what types of resiliency actions
are your state involved in?

33



A Framework for Defining Resilience

Quality
of
Infrastructure 50
(percent)

FIGURE 3 Measure of seismic resilience—conceptual definition. Source: Bruneau et al., 2003.

For a community, loss of resilience, R, t
can be measured as the expected loss .
in quality (probability of failure) over R;J [IOO—Q( t)]df
the time to recovery, t7 — t0. Thus, [

mathematically, R is defined as: |

Source: Multidisciplinary Center for Earthquake Engineering Research framework for defining resilience 3

(Bruneau and Reinhorn, 2007; Bruneau et al., 2003)



Resilience results from a sustained
‘ commitment to four factors
[ |

Robustness

— The ability to operate or stay standing in the face
of disaster

m Resourcefulness
— skillfully managing a disaster once it unfolds

m Rapid Recovery

— The capacity to get things back to normal as
quickly as possible after a disaster

m Learning lessons

— Having the means to absorb the new lessons that
can be drawn from a catastrophe

Flynn, S. (2008) America the Resilient: Defying Terrorism and Mitigating Natural Disasters. 35
Foreign Affairs, 87 (2), 2-8.



Intersecting Stakeholder Interest

_|_

In 2004 Osama bin Laden

enunciated a policy of

“bleeding America to the

point of bankruptcy.”

Public/Private Sector Partnerships

Federal

e Infrastructure Protectj
e Governance

e Planning

e Information Sharing
Technologies

Private Sector

¢ Business Continuity &
Resilience

¢ Innovation & Quality

e Shareholder Value

State & Local

e Government Continuity &
Resiliency

e Safety, Protection &

Response

Source: Homeland
Security Advisory
Council, Critical
Infrastructure Task Force

Report, January 2006
36



For more information contact:
Jeffrey Pillon
E-mail: pillonj@michigan.gov

Phone: 517-241-6171

David Terry
E-mail: dterry@statelineenergy.org
Phone: 703-395-1076




